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Popular Attacks

e Refer Here for DDOS atacks
e CSRF Refer Here
* SQL Injection

' UNION SELECT username, password FROM users--

SELECT name, description FROM products WHERE category
= 'Gifts' UNION SELECT username, password FROM users--

{ % All passwords —

s

%;’
I



https://www.checkpoint.com/cyber-hub/cyber-security/what-is-ddos/
https://portswigger.net/web-security/csrf

net16.md

® Javascript Injection

api.website.com
Endpoint: [
customerOnboarding
by
7
uppercaselEne = eval(
Hacker
'I Calling Url: curl https://www.bigeorp.com/
customerOnboarding?name=";[malicious _code] /! eval() runs the
malicious code getting
access to sensitive data.
s
® ® ® https://www.bigcorp.com/
R
Dear v16.9.1,
L
thank you for your order at BigCorp %

3 Browser downloads the page
including sensitive information.

* Many more refer OWASP

Firewalls in AWS

* Web Application Firewall (WAF): This can be attached to API Gateway, Application Load Balancer

@ Amazon
% CloudFront

{'@07 < @/} Application Load

YN, Balancer
AWS Firewall N ~— . . .
Manager AWS WAF Create a policy Block and filter Monitor
Manage multiple o ﬂ{/ﬂ Amazon AP Build your own rules using Protect against Use Amazon CloudWatch
AWS WAF Protect your web applications ‘U Gateway the visual rule builder or vulnerabilities and exploits  to receive incoming traffic
deployments from common web exploits JSON code, or deploy such as SQLi or XSS metrics, and use Amazon
managed rules maintained attacks; filter out Kinesis Data Firehose to
@ AWS AppSync by AWS or AWS unwanted traffic by IP request details and tune
Marketplace sellers address or by defining rules based on metrics and
specific patterns log data

* Firewall Manager Refer Here

Firewalls in Azure

* Web Application Firewall (WAF) Refer Here
® Azure Firewall Manager Refer Here
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https://docs.aws.amazon.com/waf/latest/developerguide/fms-chapter.html
https://learn.microsoft.com/en-us/azure/web-application-firewall/overview
https://learn.microsoft.com/en-us/azure/firewall-manager/overview
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Activities in AWS

* Create a vpc

® create a security group to allow only ping

® create a ec2 instance in public subnet with the above security group

® Also create an ec2 instance in private subnet with the differnt security group with same rules
* now try to access http:// (this will not work)

* now try ping this will work

* VPC Flow Logs: Refer Here

® Lets publish the vpc flow logs to s3 bucket Refer Here

Activities in Azure

® Create a Vnet

® create a network security group to allow only ping

® create a vm subnet (with public) with the above network security group

* Also create an vm without public ip with the differnt security group with same rules as above
* now try to access http:// (this will not work)

* now try ping this will work

* Equivalent of VPC Flow logs of AWS is Network Watcher in Azure Refer Here
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https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs.html
https://docs.aws.amazon.com/vpc/latest/userguide/flow-logs-s3-path.html
https://learn.microsoft.com/en-us/azure/network-watcher/diagnose-vm-network-traffic-filtering-problem

