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Patching in Azure
Lets create two vms

Windows
Ubuntu

Create Azure Automation Account Refer Here for official docs and Refer Here for creation steps

Now enable update management by selecting or creating a log analytics workspace 

https://learn.microsoft.com/en-us/azure/automation/overview
https://learn.microsoft.com/en-us/azure/automation/quickstarts/create-azure-automation-account-portal
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Now add azure vms 
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Note: Post 31-August-2024 Azure is moving away from automation accounts for patching to Azure
Update Manager Refer Here

Setting up bastion hosts on Azure

Bastion host gives access to azure vms by using browser sessions and without sharing credentials
Refer Here for official docs

https://learn.microsoft.com/en-us/azure/update-manager/guidance-migration-automation-update-management-azure-update-manager?WT.mc_id=Portal-Microsoft_Azure_Automation&tabs=update-mgmt
https://learn.microsoft.com/en-us/azure/bastion/bastion-overview

