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Azure Monitoring Stack

e Refer Here for architecture of Azure Monitoring stack
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* Sources of Data for collecting metrics, logs, traces and changes are

° Azure

© |n other clouds

© On-premises

Lets run a simple dotnet application on virtual machine

® (Create a virtual machine

® Basic metrics will be collected by Azure

Consumption

Insights

QO =2 @ =

Application Contsiner VM Netwark

Visualize

a = !

Workbooks  Dashboards  Power BI*

Grafana®

)

.F\.f
Change
Analysis

%

Autoscale

Analyze .
fii |
Metric Log
Explorer Analytics
Respond
Y
& —
AlQps Alerts and
Actions
Ops Console® Pawer BI*

s = |

Logic Functions Azure
Apps Devops

9

GitHub


https://learn.microsoft.com/en-us/azure/azure-monitor/overview#high-level-architecture
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® lets Enable Insights

Home > CreateVm-canonical.0001-com-ubuntu-server-jammy-2-20240721085958 | Overview > node-1

@ node-1|Insights # - P

Virtual machine

|P Search | ¢« 8, Resource Group Monitoring @ azure Monitor ¥ Diagnose and solve problems () Refresh £33 Monitoring configuration

> Connect a

> Networking 4* +
> Settings

> Availability + scale h .
> Security -

> Backup + disaster recovery

> Operations

o The map data set collected with Azure Monitor for VMs is intended to be infrastructure data about the resources being deployed and monitored. For

“ Monitoring details on data collected please click here.
i Metrics
B Diagnostic settings Fiy Having difficulties enabling Azure Monitors for VM? Troubleshoot
D Logs

Have more questions?

‘ Workbooks Learn more about virtual machine monitoring o

What is VM Insights? &

Learn more about pricing &
Comnart Mot =4

> Automation

e Attach the insights to existing workspace

admin@khaja.tech

Search nd docs (G+,
Microsoft Azure A2 Search resources, services, a locs (G+/) KHAJATECH (KHAJATECH) )

Home > Virtual machines > node-1

Create new rule X
@ node-1] Insights

Virtual machine ) . o
Back to configure virtual machine insights

‘,D Search | o« @ Resource ¢

B2 overview Data collection rule name & vmrule hal

E Activity log

Guest performance
Enable a set of performance charts thaf

€ Tags machine.

A, Access control (1AM) rget several key perforipance indicators (KPIs) to help you determine the performance of virtual

Enable guest performance

# Diagnose and solve problems

> Connect
> Networking
O ™ i dencies of virtual machine by discovering running process ghoups and processes that have active network connections
> Settings deta
le processes and dependencies {(Map) D
> Availability + scale
> Security m -
Subscription * | Azure subscription* ~ |
» Backup + disaster recovery -
S Operations A Havi Log Analytics workspaces | formonitoringinjune e |
~  Meonitoring
Have more
| Learn more
What is VM
Support ]
Support M:
v FAQ [~
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| hi > node-1 H - H -
Helmachines 2 nods Monitoring configuration X
e-1] Insights  *
1achine i i . . i
VM Insights now supports data collection using the Azure Monitor Agent and data collection rules,
] < T Resource ¢
a P -
Subscription | Azure subscription 1 v ‘
g i e
Data collection rule @ | (new) MSVMI-vmrule e ‘
atrol (IAM)
Create New
MSVMI-vmrule
and solve problems
Guest performance Enabled
Processes and dependencies (Map) Disabled
g
O the } I
detd Log Analytics workspace formoniteringinjune
/ + scale
disaster recovery
c A\ Havi
o This will alse enable System Assigned Managed Identity, in addition to existing User Assigned identities (if any).
g Note: Unless specified in the request, the machine will default to using System Assigned Identity. Learn More
Have more X .
‘Currently, enly resources in certain regions are supported. Learn More
its Learn more
What is vy
Suppot M
i Support M
5 v FAG

admin@khajatech @

£ Search resources, services, and docs (G+/)

KHAJA TECH (KHAJA TECH)

I O copilot o

Home > Virtual machines > node-1 Notiﬁcations W
@ node-1| Insights  » - X
Virtual machine ) . o
T T Rt o B
|f’ Search ‘ ] &« :@] Resource Group Monitering @ Azure Monitor &9 Diagnose and sclve problems
= J === Deployment in progress... Running
B overview

E Activity log

pp\ Access control (IAM)

@ Tags

K Diagnose and solve problems
> Connect

> Networking

> Settings

W

Availability + scale

> Security

> Backup + disaster recovery
> Operations

~ Monitoring

@ Insights

BN Alerts

&l Metrics

+4%

™ |

o The map data set collected with Azure Monitor for VMs is intended to be infrastructure data
about the resources being deployed and monitored. For details on data collected please click
here,

'y Having difficulties enabling Azure Monitors for VM? Troubleshoot

Have more questions?

Learn more about virtual machine monitoring o
What is VM Insights? &

Learn more about pricing '

Support Matrix

Deployment to resource group ‘'menitoring’ is
in progress.

a few seconds ago

@ Deployment succeeded *

Deployment 'Microsoft.LogAnalyticsOMS' to
resource group ‘samplepaas’ was successful.

[ Goors | onoioi |

5 minutes ago

Lets run a simple dotnet application in PaaS (Azure App Service)

* Create an Azure App Service with free plan

* For creating an App service refer classroom video or quickstart

Customizing Data Collection

¢ |f we want custom metrics or custom behaviors we need to collect the data, For doing that we have
Data Collection Methods
¢ |f we are collecting known or common data, we can use Agents and when we want to measure

customized metrics then we use APIs *

Log Analytics Workspace
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e Refer Here for Official docs on log analytics workspace
* (Create a log analytics workspace in a new resource group
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https://learn.microsoft.com/en-us/azure/azure-monitor/logs/log-analytics-workspace-overview

