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Activity 1: Understanding Metrics for Azure VM and Configuring Alerts
* Services:

© Azure Monitor
o Alerts

e lab:

o We will create two vms
= Linux Server
= Windows Server
°© We will explore all
= metrics available
= plotting options
© We will configure some alert
= alert destinations:
" email

= Teams/Slack Channels
® Understanding Alerts

o Alert Rules: When to raise alerts

© Action Group:
= Notifications: Who should be informed
®  Actions: What actions can be taken

® |ets create a windows VM (For screenshots refer classroom video)
Home > Create¥m-MicrosoftWindowsServer.WindowsServer-202-20240720091303 | Overview >

nwebserveﬂ £ *

Virtual machine

2 search -] “ ;9 Comnect ~ [ start ' Restart |:| stop (%) Hibemate fi Capture i Delete 'T_,\‘ Refresh Q Open in mobile
. a
T A\ webserver! virtual machine agent status is not ready. Troubleshoot the issue =
E Activity log
Ao, Access control (IAM) A Essentials
€ Tags Resource group (move) atingzystem
. manitoring
#¢ Diagnose and solve problems -
Status Size
» Connect Running | Standard B1s (1 vcpu, 1 GiE memory) |
> Networking Location Public IP address
Central India (Zone 1) 20.244.32.218
2 Settings Subscription (move) Virtual network/subnet
> Availability + scale Azure subscription 1 webserver1-vnet/default
) Subscription ID DNS name
> Security Tee23928-6bf0-4a1b-8e1d-ba54fafoedan Not configured

» Backup + disaster recovery Availability zone Health state
1 -

> Operations )
P Time created

. Menitoring 7/20/2024, 3:50 AM UTC
@ Insights Ta‘g; (edit)
Add tags
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® Lets explore available metrics for Windows

Home > Virtual machines > webserver1

4 webserverl | Metrics  #

Virtual machine

%
| A2 Search ‘ o« -+ Mew chart () Refresh |2 Share v (Z) Feedback “v ';\ Local Time: Last 24 hours (Automa
B overview -
Chart Title &
B Activity log
fn Access control (IAM) -+ Add metric |~ "y add filer |&& Line chart ~ [ Drill into Logs ) New alert rule Save to dashboards” £
‘ Tags * Apply splitting
X Diagnose and solve problems
S Connect Scope Metric [ Metric Aggregation p
|webserver1 | | virtual Machine Hostf v | ISe!‘ecr metric v | Select aggregation v |
Networkin T
’ g Available Memory Bytes (Preview) -
> Settings 100 CPU Credits Consumed .
> Availability + scale @0 CPU Credits Remaining
30 e . .
S Security . Select a metric above to sed %+ Data Disk Bandwidth Consumed Percen...
" Data Disk I0PS Consumed Percentage
> Backup + disaster recovery 0 *r . i
) %+ Data Disk Latency (Preview)
7 Operations 40 Filter + Split o P %+ Data Disk Max Burst Bandwidth .
itari 0 % Nata Nick Mav Rure
' Monitoring . Apply fiters and spiits ; Miata Nick Mav Dorst 10DS
) ‘dentity outlying segmers Enable guest memory metrics X
@ Insights 10
0
KR Alerts
12PM 6PM Sat 20 5 AM UTC+C
v
® Lets create a ubuntu 22.04 Linux VM
Home > CreateVm-canonical.0001-com-ubuntu-server-jammy-2-20240720092522 | Qverview >
K3 appserverl & .
Wirtual machine
|P Search | ¢« ;9' Connect ~ [> Start Q‘ Restart D Stop Hibernate E Capture ]il Delete O Refresh Open in mecbile F’p Feedback
e a
I3 overview o appserver] virtual machine agent status is not ready. Troubleshoot the issue =>
E Activity log
%{ Access control (LAM) # Essentials JSON View

@ Tags

Resource group (move)

. monitoring
#, Diagnose and solve problems
Status
» Connect Running
> Networking Location
> Seftings Subscription (move)
» Availability + scale Azure subscription 1
. Subscription ID
> Security 72e23928-6bf0-4a1b-8e1d-ba54fafoads 1
> Backup + disaster recovery Availability zone
1
» Operations
~ Monitoring
@ Insights Tags (edit
Add tags
EE Alerts
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ize

I Standard B1s (1 vcpu, 1 GiB memory) I

Public IP address
4.240.105.239

Virtual network/subnet
webserverl-vnet/default
DNS name

Mot configured

Health state

Time created
7/20/2024, 3:56 AM UTC
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® |ets explore available metrics for Linux

Home > Create¥m-canonical.0001-com-ubuntu-server-jammy-2-20240720092522 | Overview > appserverl

~4 appserverl | Metrics X
il v
irtual machine
- ~
|P Search | &« + Newchart () Refresh |2 Share v (Z) Feedback \v (_ Local Time: Last 30 minutes {Automatic - 1 minu...
> Connect - Avg Percentage CPU for appserver! &
> Networking
— —+ Add metric |~ Ty add filter [ Line chart ~ [, Drillinto Logs *» O] New alert rule Save to dashboard 33
ettings
pply splitting
» Availability + scale
> Security
Scope Metric Metric Aggregation
> Backup + disaster recovery |appserver1 ‘ ‘ virtual Machine Host V| ‘ Percentage CPU ~ ‘ Avg -] @

7 05 DIk Target 1OP.

> Operations

7+ OS Disk Used Burst BPS Credits Percent...

~ Monitori 205 . -
onitoring %" 05 Disk Used Burst 10 Credits Percenta...
@ Insights 15% 0S5 Disk Write Bytes/Sec
R Alerts < o Os Disk Write Operations/Sec . >

Outbound Flows

5% . .
5 Outbound Flows Maximum Creation Ra...
& Diagnostic settings 1
0% Percentage CPU i
@ Logs 9AM 205 o0 o5 920 925 UTC+05:30

a workbooks
[ Percentage CPU (Avg), appserverl | 9.0275%
> Automation

[

® Lets create a line chart for Percentage CPU Utilization of both Linux and window server

Microsoft Azure L Search resources, services, and docs (G+/) i i admin@khaja.tech
KHAJATECH (KHAJATECH)

Home > Monitor Select a Scope b
4 Monitor | Metrics
i Microsoft
Browse  Recent
P Search ¢« —+ New cha
Subscription Resource types Locations
- .
(5} Overview N N N -
Chart Title | All subscriptions ~ Virtual machines v | | All locations 7 ‘
B Activity log
B Search to filter items...
EE Alerts =+ Addm | ‘
Scope Resource Location
Bl Metrics W P type
- Cooiio o b oo _ A
i Logs
~v [7#] monitoring -
& Change Analysis e sﬁ -
Se [+ ] o 3 -
. appserverl Virtual machine Central India
@ service health . PP
a workbooks e
) X ) o o ‘Why can't | select multiple resources? You must select items of the same rescurce type and location. To select resources of a different
- Investigatar (preview) resource type or location, please first uncheck your current selection.
20
> Insights .
> Managed Services o ~ Selected scopes 2 virtual machines
50
> Seftings a0
(=] appserverl Virtual machine Central India 1]
> Support + Troubleshooting =
2 lil webserver1 Virtual machine Central India ]il
10
N B
Clear all selections
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Home > Monitor

IIII Microsoft

|P Search ‘ o

) overview

B Activity log

W Alerts

&1 Metrics

D Logs

A& Change Analysis
&2 Service health
a workbooks

£ Investigator (preview)
> Insights

> Managed Services
> Settings

> Support + Troubleshooting

Monitor | Metrics

« < New chart () Refresh |4 Share s (Z) Feedback ~v

+ Add metric v "y Add filter

+

Apply splitting

-
§ Local Time: Last 30 minutes (Automatic - 1 minw..

|&% Line chart \ [, Drillinte Logs ~v [ New alert rule

Scope

Metric

e Metric Aggregation

| Azure subscription 1

‘ | Virtual machine stand... H Percentage CFU ~

Avg V°

[ % R.. = /subsecriptions/Te.

... © H‘};’-Splitby:kesuumeld o ]

80%

60%

40%

005

Lets create two alerts and send email

© low cpu (underusage)

Home > Monitor

Monitor | Alerts

Microsoft

= .
=) Overview

Activity log

Alerts

B®

Metrics

B

Logs
2
@

d workbooks

Change Analysis

Service health

o

> Insights

Investigator (preview)

> Managed Services

w

Settings

Save to dashboard™/ £33

™~
)

S

o325 930 UTC+05:30
B webserver1 [30.9365% [l appserverl |3.2967%
b4 x
E view as timeline (preview) + Create v 3 Alert rules  E&l Action groups B Alert processing rules @ Prometheus rule groups
€) New: View alerts visualized on a timeline for a clearer picture of your events, You can switch between views anytime. View as timeline (preview) &
| J Search | Subscription : 2 selected Time range : Past 24 hours T Add filter ~ More (2)
Total alerts Critical Error Warning Informational Verbose

w1 Jo Jo

Name T

D underused servers

1

Severity Ty

2 - Warning

[ o

Affected resource T, Alert condition Ty User response T, Fire time Ty

BB appeervert A Fired Mew 7/20/2024, G:AT AM

No grouping

> Support + Troubleshooting

© high cpu

* All metrics for virtual Machines Refer Here

414


https://learn.microsoft.com/en-us/azure/azure-monitor/reference/supported-metrics/microsoft-compute-virtualmachines-metrics

