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Azure Storage Account

e Tiers:
o Standard:
= offers lowest cost per gb and is backed by HDDs
© Premium:
= Offers low latency performance & is backed by SSD
® Storage Account Type
© General purpose Storage:
® This is of tier standard
= Redundancy options:
= LRS
= ZRS
= GRS
= GZRS
© Block Blob Storage
= Redundancy options:
= |RS
= ZRS
© File Storage
= Redundancy options:
= |RS
= ZRS
© Page Blob storage
= Redundancy options:
= |RS
= ZRS

Storage Account Endpoints

* The name for storage account has to be unique across all accounts in Azure.

* sample blob endpoint

® Securing the endpoints:
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o We can make only selected virtual networks and ip address access the endpoints

bl
@ Itpracticeblockblob | Networking » - X
Storage account
‘/‘ Search ‘ « . . . . . . -
Firewalls and virtual networks  Private endpoint connections Custom domain
Events A
Y a1 =
B8 Storage browser () Refresh Q" Give feedback
% Storage Mover Public network access
() _Enabled from all networks
Data storage —
g (®) Enabled frem selected virtual networks and IP addresses
= Containers (_) Disabled
& File shares o Configure network security for your storage accounts. Learn more '
Queues Virtual networks
& Tables - Add existing virtual network -~ Add new virtual network
Security + networking Virtual Network Subnet Address range Endpoint Status Resource Group Subscription
= -
£ Networking No network selected.
Front Door and CDN < L4
Access keys Firewall
Add IP ranges to allow access from the internet or your on-premises networks. Learn more.
% Shared access signature
. Address range
& Encryption
49.205.252.138
©  Microsoft Defender for Cloud ﬁj
IP address or CIDR ‘
Data management
L Storage tasks (preview) Resource instances

© For all other than selected ip addresses and virtual networks when we access data we get

authorization failure

< InPrivate (im} [ itpracticeblockblob.blob.corewir X
&« O Q ) https://ltpracticeblockblob.blob.core windows.net/te:

This XML file does not appear to have any style information associated with it. The document tree is shown below.

thorizationFailure</Code
This request is not authorized to perform this operation. RequestId:87fcfBea-e@le-001a-75b1-bbf124000000 Time:2624-86-11T03:39:58.91179147-

Azure Storage Security

® Security is a major concern for organizations storing data in public cloud.
* Azure provides a set of comprehensive security capabilities to address the concerns of orgaizations.
© Encryption: Azure encrypts all data written in azure storage account automaticatically using
storage encryption serivce.
o Authentication: Azure storage supports Azure AD based authentication for Azure blobs. Using
RBAC we can control the access of storage account
© Data in transit: (HTTPS)
© Azure Disk encryption
o Shared Access signatures: We can control fine-grained access to data objects using SAS keys

Shared access signature
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* Every storage account has two keys called the access keys

Microsoft Azure R Search resources, services, and docs (G+/)

Home > ltsasdemo_1718077862951 | Overview > ltsasdemo

Itsasdemo || Access keys

Storage account

Search «
A Seard] ‘ @ Set rotation reminder O Refresh R'_*‘ Give feedback

Events a

Access keys authenticate your applications’ requests to this storage account. Keep your keys in a secure location like Azure

B Storage browser
9 Key Vault, and replace them often with new keys. The two keys allow you to replace one while still using the other.

#& Storage Mover
Remember to update the keys with any Azure resources and apps that use this storage account.

Learn more about managing storage account access keys '
Data storage

= Containers Storage account name

| ltsasdemo Iy |
i File shares
0 Queues

key1 CD Rotate key

[ Tables
Last rotated: 6/11/2024 (0 days ago)
Security + networking Key
........................................................................................ Show
£ Networking | | ‘ ‘
Connection string
@ Front Door and CDN | | ‘ <h ‘
........................................................................................... ow
key2 () Rotate key
% Shared access signature
Last rotated: 6/11/2024 (0 days ago)
n .
& Encryption Key
© Microsoft Defender for Cloud [(coserenseamsmnnsessnmssesseanecnssesssassasssessenssesaseaseasasanse s enssnssenaes | [ show |
Data management |Ccrmecnun string | ‘ ‘
........................................................................................... Show

8L Storage tasks (preview)

-

* We can share these access keys with users and they can use this is Autorization header of API calls to
get authenticated.

* This is not considered to be a good apporach as the user gets full access as long as keys are not rotated
® SAS is a UR that is composed of various parameters by which you can restrict access to Azure storage
® SAS gives us the ability to grant granular access to the objects. Using SAS

© Control access at the service level

o Set the time frame during which SAS is valid

o Set permisions like read, write, delete etc

© Set IP rangres from which SAS Keys are accepted

o Set the protocol to HTTP or HTTPS
* Create a SAS for read access

Home > ltsasdemo_1718077862951 | Overview > Itsasdemo | Containers > images

&, images | Shared access tokens

Container

‘}3 Search ‘ «

Signing key ()
1 Overview Key 1

I

&2 Diagnose and solve problems Stored access policy

I

Rn Access Control (IAM) None

i *
Settings Permissions * ()

Read
@ shared access tokens

I

Start and expiry date/time (0
Access policy

:|' Properties —
[ 08/11/2024 || 9:27:05 M |

@ Metadata n -
‘ (UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi ~ ‘

Expiry
‘ 06/11/2024 i H 9:35:00 AM ‘

‘ (UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi v ‘

Allowed IP addresses (O
0.0.0.0-255.255.255.255 N

Allowed protocols @O
(® HTTPS only () HTTPS and HTTP

I Generate SAS token and URL I

317



storage13.md

Data Protection in Azure storage Accounts

® |letsc
® |etsc
Home

reate a new resource group
reate a storage account with randomname and focus on Data protection tab

> Storage accounts >

Create a storage account

Basics Advanced Networking Data protection Encryption Tags Review + create

Recovery

Protect your data from accidental or erronecus deletion or medification.

0

Enable point-in-time restore for containers

Use point-in-time restore to restore one or more containers to an earlier state. If point-in-time restore is enabled, then versioning,
change feed, and blob soft delete must also be enabled. Learn more

Enable soft delete for blobs

Soft delete enables you to recover blobs that were previously marked for deletion, including blobs that were overwritten. Learn
more '

Days to retain deleted blobs (@ 7

Enable soft delete for containers

Soft delete enables you to recover containers that were previously marked for deletion. Learn more '

Days to retain deleted containers (O 7

Enable soft delete for file shares
Soft delete enables you to recover file shares that were previously marked for deletion. Learn more &

Days to retain deleted file shares (D ‘ 7

Previous || Next | Review + create

Days to retain deleted file shares (O 7

Tracking

Manage versions and keep track of changes made to your blob data.

[

Enable versioning for blobs

Use versioning to automatically maintain previous versions of your blobs. Learn more '

Consider your workloads, their impact on the number of versions created, and the resulting costs. Optimize costs by automatically
managing the data lifecycle. Learn more '

p

revious | | MNext | Review + create
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* Now create a container and upload some items into it

Home > ltoriginaldemo_1718079116437 | Overview > ltoriginaldemo | Containers >

Images x
Container
« T Upload B changeaccesslevel O Refresh | [ e

1 Overview Authentication method: Access key (Switch to Microsoft Entra user account)
Location: images

47 Give feedback

2« tier & Acquire

& Diagnose and solve problems

A Accsss Contral (AM) [ search blobs by prefix (case-sensitive) | (® ) show deleted blobs
Settings g Add filter
@ Shared access tokens
Name Modified Access tier Archive status Blob type size Lease state
Access policy
" [J & storaget.png 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 25.02 KiB Available
Il properties
@ Mewd [J & storage10.png 6/11/2024,9:43:28 AM  Hot (Inferred) Block blob 3541 KiB Available .
etadata
[ A storage2.png 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 68.04 KiB Available
D % storage3.png 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 30.68 KiB Available A
[J & storageapng 6/11/2024,9:43:29 AM  Hot (Inferred) Block blob 58.82 KiB Available
[] [ storagespng 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 63.27 KiB Available
[ B storage6png 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 7214 KiB Available
B storage7.pny 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 72.86 KiB Available e
O ge7.png
[J [ storagespng 6/11/2024, 9:43:28 AM  Hot (Inferred) 8lock blob 63.06 KiB Available .
[J & storageo.png 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 63.15 KiB Available

* Since soft delete is enabled for 7 days, lets delete storage10.png

Microsoft Azure O Search resources, services, and docs (G+/)

admin@khajatech @
-

& View/edit
Home > ltoriginaldemo_1718079116437 | Overview > ltoriginaldemo | Containers >

. L Download
== images x

Container 35 Properties
« T Upload () Change accesslevel () Refresh | [i] Delete & Changetier & Acquire lease se /& View snapshots Create snay © Generate SAS

-~ )

verview Authentication method: Access key (Switch to Microsoft Entra user account]

B o h hod: key (Switch f View versions
Location: images

/2 Diagnose and solve problems “ View snapshots
R Access Control (AM) [ search blobs by prefix (case-sensitive) | @ ) showdelete (5 Create snapshot

Settings *% Add filter

=
2 Change tier
4

Acquire lease
@ Shared access tokens 4

Name Modified Access tier Archive status Blob type size
Access policy
- ) [ & storagetpng 6/11/2024, 9:43:29 AM _ Hot (Inferred) Block blob 25,02 KiB pee
{I!' Properties
6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 3541 KiB Available E
O Metadata
[J B storage2png 6/11/2024, 9:43:29 AM Hot (Inferred) Block blob 68.04 KiB Available
[ B storagespng 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 30.68 Kig Available .o
[J B storage4png 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 58.82 KiB Available
[ B storages.png 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 6327 KiB Available
[ & storagespng 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 7214 KiB Available e
D % storage7.png 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 7286 KiB Available e
] & storages.png 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 63.06 KiB Available
[J B storagev.png 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 6315 KiB Available e

* Now lets view the items and select show deleted blobs

Home > ltoriginaldemo_1718079116437 | Overview > ltoriginaldemo | Containers >
Successfully deleted blob(s) X
== Images Successfully deleted 1 blobs(s)
Container
« T Upload [ Change access level () Refresh | [i] De
I Overview Authentication method: Access key (Switch to Microsoft Entra user account)
Location: images
&2 Diagnose and sclve problems
Search blobs by prefix (case-sensitive)
S Access Control (1AM) \ y prefix ( ) \ Show deleted blobs
Settings o Add filter
@ Shared access tokens
Name Modified Access tier Archive status Blob type size Lease state
Access policy
" [J B storagetpng 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 25.02 KiB Available
il Properties
[J B storagezpng 6/11/2024, 9:43:29 AM  Hot (Inferred) glock blob 68.04 KiB Available
© Metadata
[ B storageapng 6/11/2024, 2:43:29 AM Hot (Inferred) Block blob 3068 KiB Available
D % storaged.png 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 58.82 KiB Available e
[] B storagespng 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 63.27 KiB Available
[] B storagespng 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 7214 KiB Available
[ B storagez.png 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 72.86 KiB Available
D % storage8.png 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 63.06 KiB Available e
[] B storageapng 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 63.15 KiB Available
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Home > ltoriginaldemo_1718079116437 | Overview > ltoriginaldemo | Containers >

images

Container

« T Upload {3 changeaccesslevel (O Refresh | i Delete 2 Changetier & Acquire lease

M overview Authentication method: Access key (Switch to Microsoft Entra user account)

Location: images
2 Diagnose and solve problems

% Break lease /& View snapshots [T Create snapshot

A Acesss Control (AM) [ Search blobs by prefix (case-sensitive)
ccess Control

\ @D show deleted blobs

A&7 Give feedback

Settings *+7 Add filter
@ Shared access tokens
Name Status Retention (days) Modified Access tier Archive status Blob type
Access policy
[2) storage1.pn @ Current version - 6/11/2024,9:43:29 AM  Hot (Inferred) Block blob
" ) gel.png
Il Properties
storage10.pn. @ Deleted 3 /11/2024, 9:43:28 AM  Hot (Inferred] Block blob
ge10.png
© Metadata
[ B storage2png @ Current version - 6/11/2024,9:43:29 AM  Hot (Inferred) Block blob
[2) storage3.pn @ Current version - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob
ge3.png
[ storage4pn @ Currentversion - 6/11/2024,9:43:29 AM  Hot (Inferred) Block blob
gedpng
[ & storages.png O Currentversion - 6/11/2024,9:43:29 AM  Hot (Inferred) Block blob
[ B storages.png @ Currentversion - 6/11/2024,9:43:28 AM _ Hot (Inferred) Block blob
[2) storage7.pn @ Current version - 6/11/2024,9:43:28 AM  Hot (Inferred) Block blob
ge7.png
[ B storages.png © Currentversion - 6/11/2024,9:43:28 AM  Hot (Inferred) Block blob
[ B storageo.png @ Currentversion - 6/11/2024,9:43:28 AM  Hot (Inferred) glock blob
<
* To undelete the storage10.png
16437 | Overview > ltoriginaldemo | Containers >
X

« T Upload 8 Change access level () Refresh [i] Delete 2 Change tie!

Authentication method: Access key (Switch to Microsoft Entra user account)
Location: images

bq Acquire lease 5;0 Break lease

& View snapshots [ Create snapshot 27 Give feedback

Search blobs by prefix (case-sensitive)

‘ Q Show deleted blobs

Ty Add filter

Status ion (days) dified Access tier Archive status Blob type Size Lease state
@ Current version - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 25.02 KiB Available
@ Deleted 6 6/11/2024, 9:43:28 AM Hot (Inferred) Block blob 3541 KiB o .

5= Properties
Current version - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 68.04 KiB

7 View snapshots
@ Current version - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 30.68 KiB
@ Current version - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 58.82 KiB
@ Current version - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob 63.27 KiB Available
@ Current version - 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 72.14 KiB Available
@ Current version - 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 72.86 KiB Available
@ Current version - 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 63.06 KiB Available
@ Current version - 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob 63.15 KiB Available
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wriginaldemo_1718079116437 | Overview > ltoriginaldemo | Containers >
@ successfully undeleted blob(s) X
iges - Successfully undeleted 1 blob(s).
ner
« T Upload 3 Change accesslevel () Refresh [i] Delete & Changetier (& Acquirelease ¢ Breaklease 7@ View snapshots Create snapshot &7 Give feedback
v Authentication method: Access key (Switch to Microsoft Entra user account)
Location: images
= and solve problems
Search blobs by prefix (case-sensitive!
ontrol (1AM) | y prefix ( ) | @D stov celeted blobs
*p Add filter
ccess tokens
Name Status Retention (days) Modified Access tier Archive status Blob type
olicy
[J 2 storaget.png @ Current version - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob
5
I [ & storage10.png @ Current version I 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob
a
[] B storage2.png @ Currentversion - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob
D % storage3.png @ Current version - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob
[ & storagea.png @ Current version - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob
[ & storage5.png @ Cumentversion - 6/11/2024, 9:43:29 AM  Hot (Inferred) Block blob
[J & storage6.png @ Currentversion - 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob
[ [& storage7.png @ Current version - 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob
[ [& storages.png @ Current version - 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob
[ & storaged.png @ Current version - 6/11/2024, 9:43:28 AM  Hot (Inferred) Block blob
4 »

* We can undelete containers within 7 days
* We can undelete storage account within 14 days as long as you have not create a new storage account
with a same name and resource group.
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