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Using AWS Boto3 with python

* AWS Provides the python sdk called as boto3 which can be downloaded as a pip package

SDK

Python SDK for AWS == Boto 3

® Boto3 docs Refer Here
* Boto3 gives an API for every service, we have two major objects

© client: low level apis

© Resource: high level apis
Program 1: Create an s3 bucket using python
* Refer Here for the code changes
Program 2:

* Get all the buckets in your aws account (ensure atleast you have 3 buckets from three different regions)
* Get the buckets from mumbai region.
® Refer Here

Lets write python function to start the ec2 instance if the instance id is passed
* Create a free tier ec2 instance Refer Here

Lets write a python function which returns a list of ec2 instances by tag
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https://boto3.amazonaws.com/v1/documentation/api/latest/index.html
https://github.com/pythonbykhaja/April24/blob/main/cloud/aws/exploringboto3.ipynb
https://github.com/pythonbykhaja/April24/blob/main/cloud/aws/exploringboto3.ipynb
https://github.com/pythonbykhaja/April24/commit/3f126a3f75fe3591d74aeec016d6ff69ec10cdb9
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* write a function

def ec2_instance_ids
pass

ec2_instance_ids('Name', 'sample')

e Refer Here

Serverless Applications using python and AWS

¢ Serverless model is defined where we break the functionality into smaller functions and you will be
charged only for the duration when your function gets called.
* Serverless handles scaling
¢ Serverless is offered by various clouds
© AWS: Lambda
© Azure: Azure Functions
© GCP: Google Functions
® Problem: Serverless is not standarized.

Lets create our first lambda function.

® For screenshots refer classroom video
e Refer Here for lambda function structure

Lambda with Api Gateway to control ec2 instances
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https://github.com/pythonbykhaja/April24/commit/8dfb00f8c7a142dc656b29775d8b634227dcbbdc
https://docs.aws.amazon.com/lambda/latest/dg/python-handler.html
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e Overview

—
( ; ) Stant ec2
ec?

)

Get ec?

® The event structure

{
"region": "ap-south-1",
"tagName": "Name",
"tagValue": "sample"

}

We need a lamdba function to communicate with ec?2, lets create an IAM Role for lambda to have
permissions on ec2

Lambda function to start ec2 instances

import json
import boto3

def start_ec2 'ap-south-1'
"""Start ec2 instance
client = boto3.client('ec2',region_name=region)
response = client.start_instances(Instancelds=[instance_id])
return response
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def ec2_instance_ids(tag name, tag value, region = 'ap-south-1'):
"""This method will return a list of instance ids
based on tag name and value

Arguments:
tag_name: str
tag_value: str

Returns:
list
instance_ids = []
client = boto3.client('ec2',region_name=region)
response = client.describe instances(
Filters = [
{
‘Name': f"tag:{tag_name}",
'Values': [tag_value]

)

for reservation in response['Reservations']:
for instance in reservation['Instances']:
instance_ids.append(instance[ ' 'InstanceId'])
return instance_ids

def start_ec2_instances_by tag(tag name, tag value, region):

This method will start ec2 instances by tag value

resp_instance_ids = ec2_instance_ids(tag_name, tag value, region)

for resp_instance_id in resp_instance_ids:
start_ec2(resp_instance_id, region)

return resp_instance_ids

def lambda_handler(event, context):
region = event['region']
tag name = event[ 'tagName']
tag value = event[ 'tagValue']
instance_ids = start_ec2_instances_by_ tag(tag_name, tag value, region)

return {
'statusCode': 200,
"instance_ids': ','.join(instance_ids)

* We have created one more lambda function stop ec2
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import json
import boto3

def stop_ec2(instance_id, region = 'ap-south-1'):
"""stop ec2 instance
client = boto3.client('ec2',region_name=region)
response = client.stop_instances(Instancelds=[instance_id])
return response

def ec2 instance ids(tag name, tag value, region = 'ap-south-1'):
"""This method will return a list of instance ids
based on tag name and value

Arguments:
tag_name: str
tag_value: str

Returns:
list
instance_ids = []
client = boto3.client('ec2',region_name=region)
response = client.describe_instances(
Filters = [
{
‘Name': f"tag:{tag name}",
'Values': [tag_value]

)

for reservation in response[ 'Reservations']:
for instance in reservation['Instances']:
instance_ids.append(instance[ 'InstanceId'])
return instance_ids

def stop_ec2_instances_by tag(tag name, tag value, region):

This method will stop ec2 instances by tag value

resp_instance_ids = ec2_instance_ids(tag_name, tag_value, region)

for resp_instance_id in resp_instance_ids:
stop_ec2(resp_instance_id, region)

return resp_instance_ids

def lambda_handler(event, context):
region = event['region']
tag _name = event[ 'tagName']
tag_value = event['tagValue']
instance_ids = stop_ec2_instances_by_ tag(tag_name, tag_value, region)

5/6

2024-05-11



python16.md 2024-05-11

return {

'statusCode’: ,

"instance ids': ','.join(instance_ids)
¥

* Now lets create API Gateway and integrate lambda functions with http methods in Resources

How to store data in dynamo db from lambda function
python

e Refer Here
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https://github.com/pythonbykhaja/April24/commit/39c38780f0a1823c91c46cb1d18f93a890b63071#diff-651618244e0637323a5e5dc0cfdd03b63ca4244cc538115797c67d0f7451ea0e

